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1. 

[bookmark: _GoBack]1. List three of the rights stated in the `Bill of Rights for Social Network Users` issued by the Electronic Frontier Foundation (EFF).
a) The right of making informed decision-making.
b) The right to control.
c) The right to leave.
2. Explain the difference between hackers and crackers.
A hacker is an individual intensely interested within the arcane, as well as, recondite workings of computer operating systems. Mostly, hackers are programmers. As such, they are highly knowledgeable about operating systems, as well as, programming languages. Hackers never intentionally damage data. On the other side, crackers break into the computer systems with malicious intent. Different from the hackers, upon gaining unauthorized access, crackers destroy crucial data. Moreover, crackers are not as knowledgeable about operating systems as the hackers.
3. Name and explain three of the laws that protect individual privacy.
a) Electronic Communications Privacy Act –it was passed in 1986 and it sets the standards for the manner in which the government can obtain digital information of citizens. It also dictates when the government should have access to GPS tracking through the use of cellphones.
b) Cyber Intelligence Sharing and Protection Act (CISPA)-within the basic level, it dictates the manner in which organizations concerning cyber threats with the government. 
c) Computer Fraud and Abuse Act (CFAA)-in general the act makes it a crime to gain access, as well as, share protected information. There are harsh penalties to those that violate the CFAA provisions.
4. List the five actions an organization can take to deter corporate espionage.
a) Identify, as well as, label sensitive information.
b) Enlighten employees about security policies together with the penalties of violating them.
c) Review the security policies on an annual basis or even more frequently if needed.
d) Install the necessary hardware, as well as, software for purposes of protecting systems along with data from interference from inside or outside sources.
e) Ensure passwords are changed regularly in order to protect highly sensitive data.  
5. List three techniques used to obtain user passwords without their consent.
· Phishing
· Malware
· Offline cracking 
